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ABSTRACT

The advent of big data presents important new opportunities to improve health. New data
sources, analytical models, and stakeholders increasingly interact in dynamic relationships,
forming an evolving health data ecosystem, which, along with the opportunities, poses special
challenges for health policy. This paper describes some of the policy challenges faced by
governments, describes examples of country approaches so far, and provides directions for
reshaping the policy response to facilitate the full and safe exploitation of big data for promoting
health. In particular, we focus on three policy priority areas: 1) quality and safety; 2) access to
data; and 3) transparency and accountability.

INTRODUCTION
Advances in health and medical knowledge depend critically on data and our ability to query,

analyze, and interpret them to inform health care, research, and public health. The advent of “big
data?! has brought important opportunities for health through the convergence of new
technologies and analytical capabilities that enable rapid and broad analysis of dispersed and
diverse data. While the capabilities for exploiting big data are still limited in weak health
systems, in some countries the development of technical capabilities is rapidly outpacing the
development of policy needed to ensure its ethical and responsible use.

THE VALUE OF BIG DATA FOR HEALTH

Health is already benefiting from the use of big data. High expectations about its potential
application to clinical care, basic and translational research, personal health, and public health
are fueled by enthusiasm about data analytics more generally. The big data phenomenon—
frequently cited, yet vaguely defined—is credited with triggering a digital transformation of
society. The “data revolution” is driven by the sheer amount of data generated daily through a
myriad of channels; the speed and ease with which dispersed and diverse data can be linked,
studied and shared; and the predictive power and insight that such analyses can yield. These
powerful features have led to the reconceptualization of data as a new asset class, with value
accruing to the data itself as well as to its uses.2 In the context of health, both the public and the
private sector are investing in developing the big data ecosystem; that is, investing in the
technologies and analytical capabilities that are needed to unlock the value of this important new
asset. In parallel, investment in policy will be crucial to keep pace with these growing
capabilities.

Linking Health Data to Create Big Data
A natural starting point for governments interested in applying big data analytics to improve
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health is to link national health care data sets to facilitate in-depth analysis of health services
performance and utilization, as well as the identification of other patterns. For example, in the 19
Organisation for Economic Co-operation and Development (OECD) countries using unique
patient identifiers, links can be made between data sets on primary and long-term care, mental
hospital in-patient care, emergency services, prescription medicine, mortality, cancer registries,
and population census.3 At the institutional level, the analyses of data from electronic health
records (EHRs) greatly expand the capacity to generate new knowledge by creating an
observational evidence base for clinical questions.4'5 Big data analytics is already proving
critical to building accurate models of disease progression and to realizing personalized medicine
in clinical practice, such as through the integration of genomics and EHR data.6 Other
applications enable the evaluation of the impact of health policy interventions and improve the
efficiency with which clinical trials are undertaken. Further, big data offers the possibility to
integrate EHR data with personal data from other sources (e.g., wearable devices, sensors,
medical devices, and virtual reality), thereby encouraging patients to participate in their own
care, delivering personalized information directly to them and integrating medicine with
behavioral determinants of health.7

International Efforts

Beyond the national level, international initiatives are sparking interest in cross-country
collaborative projects to facilitate data sharing for health and development. For example, the
Global Alliance for Genomics and Health, a network of over 400 institutions in health care,
research, advocacy, life science, and information technology, is developing policies and
technological solutions to facilitate genomic data sharing.8 Similarly, the European Medical
Information Framework seeks to develop a model to connect health data from a variety of
sources to facilitate large-scale research.9 Notably, development partners have explored how to
use big data in sustainable development, including in international public health, but many of the
countries that could benefit most are in need of considerable infrastructure and capacity
development. The adoption of the United Nations Sustainable Development Goals emphasized
the role of measurement and accountability in development, and both donor and recipient
governments are poised to accelerate investment in big data capabilities to support this goal.°

Big Data Beyond the Health Sector

A vast amount of data is generated outside the health care system, yet can be used for health
research, particularly with respect to studying personal and group characteristics, behaviors, and
interactions. The data-rich online environment includes the Internet, web, and their platforms
(e.g., social media), services (e.g., purchasing, email), and applications.'® Such data are
considered an important asset by the commercial sector for consumer profiling and marketing
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purposes, as incorporating the digital “exhaust” or traces created by consumer activity can
provide insights that would not otherwise be possible. Health research with these nontraditional
data streams has already demonstrated its value.’*® One recent illustration is the Zika virus,
which emerged in the Americas. The event exposed the lack of basic epidemiological
information on the disease. However, the availability of online media reports made it possible to
supplement existing information and close the knowledge gap, allowing researchers to estimate
Zika virus transmission dynamics and obtain the insight needed to plan response measures
beyond vector suppression.*

The Big Data Ecosystem

The above examples illustrate the continuous expansion of the data types, sources, and
possibilities of their use. The new opportunities for analyzing data within and across sectors for
health purposes have various effects. For example, they allow an alternative approach to the
standard biomedical research paradigm that starts with a research hypothesis and aims to collect
evidence to refute or confirm it. They also encourage a more comprehensive view of health,
whereby all data that are captured about, or from, a person can contribute to understanding
biology, health, and disease using a data mining approach. Given this scope, the stakeholders
extend beyond the patient/consumer, health care providers, and research and academic
institutions to include businesses, professional societies, government and development agencies,
and other entities not necessarily directly related to health research or the delivery of health
services. Therefore, as new data sources, analytical models, and stakeholders increasingly
interact within dynamic relationships, it is helpful to think of big data in health as an ecosystem
(Figure 1).
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Figure 1. The evolving health data ecosystem shows the expanding health data sources [-], the increasing
capabilities enabling data investigation and use [- and the diversity of stakeholders [-] that are
creating new opportunities for health.
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E. Vayena, J. Dzenowagis, M. Langfeld, 2016

PoLICY CHALLENGES IN B1G DATA USES FOR HEALTH
This ecosystem, with increasing data sources, new capabilities, and an expanded set of
stakeholders poses special challenges, which continue to evolve. Governments need to consider
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how to reshape national policies, not only to advance and improve the use of big data in health,
but also to take into account the characteristics of big data and its implications for the public
interest. In particular, the privacy, security, and confidentiality of health-related data remain an
ongoing concern. Big data methods introduce new risks, due to what can be inferred from the
data as a whole or when linked to other information. Risks may arise from the characteristics,
scope, and combination of the data; the systems, policies, and technologies to manage it; and the
broader context of its use. Even basic health data of vulnerable populations can be misused and
lead to discrimination. Conversely, a range of new benefits can arise from data exploitation,
which poses further challenges as to how these benefits can be fairly distributed. The following
sections present some specific challenges.

Data Quality

Data reliability and quality are commonly cited challenges to effective data utilization.®®
Reliability can be compromised by data entry errors (for example, in manually fed systems) or
by systemic bias introduced in the data set—for example, if data are from a population subgroup
only or due to algorithmic flaws in the processing. Data identification and methods used for data
science and open data sets may have degraded quality because they are derived, rather than
primary, data sources. This can potentially affect the research results obtained from the
inaccurate interpretation of third-party data sources. Other data science methods that have been
foundational to assuring quality may no longer be useful due to the combination of data sets that
were never intended to be analyzed together. For example, assumptions about the data may not
hold true across different data sets, leading to invalid interpretation.

Interoperability

Integrating data from diverse sources in the health sector is greatly aided by interoperable
systems, which must integrate with information architectures that may not have been designed
for a big data scenario. Developing an interoperable health information architecture to handle
dissimilar data sets and heterogeneous data is a major challenge. It requires agreement on the
data items to be shared, a common language and standards, and a secure means of sharing.
Incorporating non-health care data increases the complexity still further.

Data Access and Sharing

Secondary uses of data held by an institution often remain the exclusive privilege of the
institution’s research team. Data sharing with other organizations is generally limited. OECD
devised a set of criteria that determine the level of health data accessibility in countries. These
include whether identifiable data are shared with other institutional data custodians and
government entities, and whether de-identified data can be approved for access by universities
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and nonprofit research entities or by for-profit businesses and foreign government organizations.
A survey of countries revealed that only a few meet most accessibility criteria, while many lack
any mechanism for data access and use.3

Unwillingness to share data is often attributed to concerns about privacy, consent, or security.®
However, even when these concerns can be addressed, organizations or institutions that control
data may have little incentive to share them. Storing, maintaining, and securing data sets is
costly, and therefore institutions are naturally inclined to exploit the data for their own benefit—
be it publication of research results, monetization, or other purposes. It may also be difficult to
come to agreement as to partner accountability, responsibilities, and rights to intellectual
property resulting from data sharing. There is currently no comprehensive framework within
which benefits to stakeholders are defined and global health data sharing can take place. In the
global public health setting, these limitations came sharply into focus during the 2014-2015
Ebola emergency. Despite the massive amounts of data collected by the health sector, data were
not available for further research.”*® The international community reacted with a call for action
that resulted in the creation of a protocol for immediate online posting of data where researchers
could share their data while retaining authorship and precedence.'® More recently, an
international group led by the Chatham House called for the need for data sharing for routine
global health surveillance, not only during emergency situation.?

Privacy

Health data are sensitive because they are personally identifiable and must be afforded
confidentiality and privacy protections. Privacy is understood here as an individual’s control of
their personal information. A typical measure of privacy in the health sector is that data are
obtained—with consent—for a particular purpose, and secondary uses beyond that specific
purpose may be limited or impossible. In recent years, different consent models have emerged
aiming to enhance data control and utilization.?!: 22 However, as new uses and applications are
increasing, consent is no longer sufficient as a privacy control.?® Consent cannot cover all
possible uses of data, which exponentially increase as data sets become linked. For example,
concerns about medication safety may emerge long after cohorts have been established, making
it impossible to obtain individual consent when undertaking pharmacovigilance review.?*
Purpose-specific consent, which can be lost in the complexity of the big data environment, will
need to transition to a more transparent and effective means of data governance. Anonymization
is heavily relied on as a privacy protection measure. In many instances, an individual’s
anonymized data can be used for secondary purposes without consent but with approval by an
institutional review board. However, in the big data environment, anonymization presents serious
vulnerabilities. Re-identification remains a risk due to the technology features of data analytics
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and the possibilities of data combinations.?>?® Researchers have identified individuals in a
publicly available genomic database stripped of identifiers by combining the data with
recreational genealogy data and other data such as age and state.?’ In light of the above, the
benefits and risks of data sharing will need careful consideration in the next generation of risk
minimization of data sharing and appropriate use.

Data Ownership

Although the concept of “data ownership” is highly debated, in practice data controllers often act
as data owners.?® This can be at odds with the idea that the actual data owners may be the
individuals from whom the data have been generated. There is wide variation in how regulators
in different jurisdictions approach the issue of health data ownership. In some countries, health
data from within the health care system are by law the property of patients (e.g., Switzerland),
while in others the data are the property of the health care system. This diversity adds further
complexity in international data sharing projects. Increasingly, the private sector possesses large
volumes of health data. Access to health data controlled by the private sector is even more
challenging because, for many such businesses, data are their major asset. Some business models
involve the monetization of health data (typically in anonymized form). For example, companies
such as 23andMe, a direct-to-consumer genomic testing company, has amassed data from more
than one million people.?° The company sells access to its data pool to pharmaceutical
companies. The price tags of data access in such business models can be a limiting factor to
broader access, e.g., by publicly funded research organizations. Private companies may also
control non-health data, which, with new analytic capabilities, can be used for health purposes.
This control raises guestions regarding the responsibility of such companies, for example, in
public health emergencies. This issue came to the fore during the 2014-2015 Ebola virus crisis in
West Africa, when privately held telecommunication data were needed to assist public health
agencies to track the epidemic.*

COUNTRY APPROACHES TO BIG DATA IN HEALTH

The use of big data in the health sector depends in large part on the health systems development
context. While there is increasing awareness of the benefits of big data, and technological and
methodological progress is being made, there is still a lag in the adoption of big data methods in
countries. Reasons include gaps in leadership, technical expertise, and funding, as well as
competing priorities for the health system.3! Another critical reason is that governments are still
weighing appropriate policy options.

According to the World Health Organization Global Observatory for eHealth, in 2015 less than a
fifth of countries (n=21, 17%) reported having a policy or strategy regulating the use of big data



WORKING PAPER - DO NOT CITE OR DISTRIBUTE
WITHOUT PERMISSION OF THE AUTHORS

in the health sector.®> When analyzed by World Bank income group, nearly a quarter of countries
(n=7, 23%) in the upper-middle income group had a national policy or strategy regulating the use
of big data in the health sector. Differences among the other three World Bank income groups
were minimal: high income (16%), lower-middle income (14%), and low income (16%)
countries respectively.®?

Figure 2. Percent of Countries with a National Policy or Strategy Regulating the Use of Big Data in the
Health Sector (n=121)3

Countries with a national policy or strategy
regulating the use of big data in the health sector

5%

u Yes = No Don’t Know

Source: World Health Organization, 2016.

A number of countries have been working toward the systematic utilization of big data in health.
A major prerequisite for data utilization is a certain level of information and communication
technology infrastructure and standardization. Also needed are sound and up-to-date capabilities
in data science and policies that facilitate and support the use of big data in the public interest.
The examples below illustrate some of the approaches taken.

Scotland

Scotland’s Community Health Index is a national population register through which people are
uniquely identified using a 10-digit number. This standard allows health care data sets to be
linked and increasingly allows health care and non-health care data to be linked on the
overwhelming majority of the Scottish population. These linked data sets are used for clinical
purposes, as well as to support research using Scotland’s extensive national data sets. Scotland,
along with England and New Zealand, are among the OECD countries with highest data
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accessibility scores. Considerable care is taken to ensure the security using a principled
proportionate governance approach, based on the risks identified. Data use is encouraged for
patient and population benefit where data are already in the public domain. Where the risks of
disclosure and consequences are deemed high, then a range of safeguards are put in place,
including full ethical and privacy review, ensuring that researchers are appropriately trained and
undertaking data analysis in trustworthy research environments. This approach has the benefits
of balancing both the imperative to promote use of data to support health care delivery and
research and minimization of the risk of undermining an individual’s privacy. Examples of using
this approach include a national evaluation investigating the effectiveness of the HIN1
vaccination in the context of preventing pandemic influenza, which involved linking primary
care, hospital, virological, and mortality data.>* A further example was the assessment of ethnic
and racial variations in hospitalization, readmission, and mortality from asthma on over 90
percent of the Scottish population using linked census, hospital, and mortality data.*> Data
linkage was necessary because ethnicity data were poorly recorded in health data but were nearly
completely recorded in census data. Similarly, linking disparate data sets has made it possible to
assess the impact of the ban on smoking in enclosed public places on asthma hospital
admissions.®

Denmark

Denmark has been a pioneer in e-health and is considered an example for countries to follow. A
key agenda of the health system is to ensure the availability of accurate and easily accessible
personal health information, while protecting privacy. Important features of the Danish system
include a unique electronic personal identifier from birth and a shared medical card with encoded
prescriptions information to which relevant health care practitioners have access. The
sundhed.dk portal makes citizens’ own health data accessible to them and their health care
providers. Denmark’s 95 percent broadband penetration (the highest in Europe) and high literacy
rate make it easy for citizens to access their data and the e-health system, including from mobile
devices. Data linkage is possible at various levels, and Danish personal health data sets meet
most of the OECD accessibility criteria. One recent example of big data utilization with
important policy implications is a study of hospital bed occupancy that revealed a strong
association between hospital bed shortage and increased mortality.3” Denmark’s infrastructure
and policy facilitates big data use within a robust privacy environment, with a high level of
public scrutiny. For example, a national clinical database for primary care data established to
promote quality improvement in general practice and enable research on primary care was
deleted in 2014. In response to public concerns, the National Board for e-health determined that
the database would pose privacy risks that threatened to damage trust between general
practitioners and their patients.*®2° This case highlights the significance of public engagement on

10
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the issue of privacy and the priority of maintaining the public’s trust.

England

In 2013, England’s National Health Service launched the care.data initiative to place patient data
from general practitioners around the country in the Health and Social Care Information Center
database (HSCIC; now NHS Digital). HSCIS already collected hospital data. Analyzing data
from general practitioners would not only improve outcomes and customer service, but would
also improve understanding of diseases and treatments. Although care.data was initially endorsed
by various professional societies, it eventually stalled after negative public response. Concerns
about privacy, lack of transparency regarding data access, and the involvement of commercial
entities led to a strong public reaction against the initiative. The ensuing national and
international debate spotlighted the thorny issues of big data use and more specifically the issue
of trust. Care.data was finally discontinued following reports by the National Data Guardian and
the Care Quality Commission that highlighted inadequacies in transparency and privacy
protection.*® The report emphasized that to build public trust in the use of health and care data,
citizens should be able to exercise their “right to know how their data is safeguarded. They
should be included in conversations about the potential benefits that responsible use of their
information can bring. They must be offered a clear choice about whether they want to allow
their information to be part of this.” Undoubtedly, big data initiatives need to meet criteria of
trustworthiness, transparency, open communication, and a clear sense of the distribution of
benefits to gain the trust of the public.**

PoLICY DIRECTIONS

Governments adopting big data technologies and methods in the health sector will need to:
establish proactive and durable policies in the public interest; protect the health data of
individuals (privacy, security, confidentiality); tackle the reality of its commercialization; and
further the interoperability and use of public data created and held as a public good. In particular,
the focus should be on three priority areas: 1) quality and safety; 2) access to data; and 3)
transparency and accountability.

Quality and Safety

The information systems within which health data are generated, stored, managed, and used need
to meet high quality standards. Such standards are evolving, along with technological
developments and emerging quality challenges. Policies can mandate or provide incentives for
standardization and system optimization to meet quality and safety goals.*? At the national level,
data integration strategies, interoperability, and security standards should be agreed upon. This
should include certification and compliance for the information and communication technologies

11
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infrastructure for safety and security. Setting standards can engage industry stakeholders, boost
competition and quality, and provide more options for big data clients to choose from. The latter
can facilitate adoption of EHRSs as seen in the United States, Denmark, and elsewhere.

Incidents of data breaches and “kidnapping” (data held by hackers for ransom) are on the rise.
According to the Breach Portal of the U.S. Department of Health and Human Services (HHS)
Office for Civil Rights, millions of health care records have been affected to date. Notable cases
in 2016 include the Hollywood Presbyterian Medical Center for which a bitcoin ransom was
requested and eventually paid in return for security keys that unlocked the affected devices. A
similar case involved the Kansas Heart Hospital, and a recent breach was reported by
Massachusetts General Hospital.*® The United Kingdom’s Information Commissioner’s Office
notes that the health sector accounts for most of the data incidents reported to themError! Reference
source not found. Agajnst this background, the public needs to be reassured that robust security
measures are mandated and enforced through clearly articulated policies. Concerns can be
addressed with the adoption of appropriate technologies, monitoring and evaluation of security
systems, and transparency and accountability mechanisms such as legal remedies and
compensation for those harmed by security breaches. Security as a technological and societal
norm will continue to evolve, and the big data approach will continue to demand more technical
skills, responsive policies, and regulatory oversight.

Data Access and Benefit Sharing

Health data exploitation is predicated upon data being accessible to those who will use them in
the public interest. This requires a comprehensive data governance framework that spells out:
conditions of data access, including appropriate safeguards; roles and responsibilities of data
users; and principles of benefit sharing.?® Past frameworks placed most ethical control of data
use at the point of data generation such as through consent. However, the big data environment
with its infinite possibilities of data combinations and uses requires controls throughout the life
cycle of data and at the point of use. A key element here is clarity on privacy protections that
apply at different types of use and across the health data ecosystem.

Privacy is not an “on/off”” concept, and its many gradients require the development of
corresponding protections. Proportionate and effective privacy safeguards can facilitate data
access. New privacy technologies will play a crucial role in a robust privacy approach. Legal
reforms on privacy and data protection are underway in many countries, e.g., the European
Union General Data Protection Regulation and revision of the Swiss Federal Data Protection
Act. Such reforms attempt to increase data subjects’ privacy choices and introduce controls on
data uses. While legal reforms intend to bring clarity, they may also introduce rigidity that is

12
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unlikely to serve the evolving and multifaceted big data ecosystem.* Ideally, reforms will be
forward looking with enough flexibility to allow for quick adaptation. However, it should be
noted that creating rules for data access is not just a matter of data protection policy. The
distribution of benefits of data exploitation is a determining factor of data access, along with the
public acceptability of the use of personal data.*® Policies should therefore seek to establish the
principles for fair benefit sharing as an integral part of data access.

Moreover, it is important that policies aiming to support health data access are citizen-centric.
Typically, data access refers to access by third parties, often failing to address access by citizens
themselves. Citizens increasingly demand access to their own data partly to control secondary
uses.*”*® Technologies can facilitate individual data access, and individuals themselves may
provide the “missing link” in data access for the entire health data ecosystem.* Citizens are
stakeholders in the development, implementation, monitoring, and evaluation of data initiatives.
Therefore, their role should extend far beyond providing informed consent for data uses. They
should be sufficiently consulted and have a meaningful role in the governance of data initiatives.
This augmented role can also facilitate the negotiation of fair benefit sharing.

Transparency and Accountability

As the health data ecosystem continues to expand in tandem with increasingly sophisticated and
complex methods of data linkage and use, data transactions risk becoming even more opaque.
This major concern in the wider big data phenomenon is especially relevant in the health sector,
where transparency and accountability are pillars of trust. Policies need to focus on maintaining a
high level of transparency, particularly on the uses of big data (e.g., through data traceability)
and the benefits resulting from use. Developing suitable accountability and transparency
approaches should be part of an iterative process involving all stakeholders. Traditional actors in
the health sector have over time developed accountability processes that need to be renewed and
extended to include new actors (e.g., data and social media companies) and new capabilities
(e.g., black box medicine) and cover anyone involved in the handling of personal data. This is
particularly important when considering the role that new actors and specifically non-state actors
play in the creation of big data norms. This quasi-legislative role arises partly from the fact that
powerful non-state actors are often in possession of the data sets, have special control and
expertise regarding their handling (e.g., encryption), and operate globally and hence are able to
influence standard-setting across a variety of jurisdictions.

With the ethics controls of big data focusing on data uses and their purpose, sound accountability

mechanisms help monitor compliance with ethical norms such as privacy protection and fairness
in benefit sharing and provide avenues for seeking appropriate remedies in the case of failure. As
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machine learning (computers acting without being explicitly programmed) finds its way into
health care, it will be difficult to determine how decisions have been made by computers. In
anticipation of these developments, policies should demand that accountability is built into the
design of such systems and that algorithmic decisions are critically questioned and closely
monitored. Both the recent White House report Big Data: A Report on Algorithmic Systems,
Opportunity and Civil Rights (2016) and the European Data Protection Supervisor’s Opinion
Meeting the Challenges of Big Data (2015) rightly emphasized the central role of accountability
in harnessing the potential of big data.>*>!

CONCLUSIONS

Big data can yield significant benefits for individual and population health. However, the
effective exploitation of big data toward this goal is entangled with technological, ethical, legal,
and societal challenges. Policies must be designed to take into account the distinct features of
these challenges in light of the magnitude of the potential benefit. They also need to be
applicable to the full range of stakeholders, not least the individual citizens, and must be
accompanied by a level of accountability that, over time, is sufficient to maintain the public’s
trust and confidence in how data are used. In this article we sketched three priority areas for
policy on the basis of which a comprehensive policy framework for big data in health can be
built.

Acknowledgments: The authors wish to thank Marilyn Langfeld for graphic design and David
Bates for his careful review and suggestions.
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