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The Extent and Importance of Unintended Consequences
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Abstract Background: Computerized provider order entry (CPOE) systems can help hospitals improve
health care quality, but they can also introduce new problems. The extent to which hospitals experience
unintended consequences of CPOE, which include more than errors, has not been quantified in prior research.

Objective: To discover the extent and importance of unintended adverse consequences related to CPOE

implementation in U.S. hospitals.

Design, Setting, and Participants: Building on a prior qualitative study involving fieldwork at five hospitals, we
developed and then administered a telephone survey concerning the extent and importance of CPOE-related
unintended adverse consequences to representatives from 176 hospitals in the U.S. that have CPOE.

Measurements: Self report by key informants of the extent and level of importance to the overall function of the
hospital of eight types of unintended adverse consequences experienced by sites with inpatient CPOE.

Results: We found that hospitals experienced all eight types of unintended adverse consequences, although
respondents identified several they considered more important than others. Those related to new work/more
work, workflow, system demands, communication, emotions, and dependence on the technology were ranked as
most severe, with at least 72% of respondents ranking them as moderately to very important. Hospital
representatives are less sure about shifts in the power structure and CPOE as a new source of errors. There is no
relation between kinds of unintended consequences and number of years CPOE has been used. Despite the
relatively short length of time most hospitals have had CPOE (median five years), it is highly infused, or

embedded, within work practice at most of these sites.

Conclusions: The unintended consequences of CPOE are widespread and important to those knowledgeable about
CPOE in hospitals. They can be positive, negative, or both, depending on one’s perspective, and they continue to
exist over the duration of use. Aggressive detection and management of adverse unintended consequences is vital

for CPOE success.
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Introduction

Implementation of computerized provider order entry
(CPOE), defined as a computer-based system that allows a
physician or other ordering authority to directly enter med-
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ical orders, can be an effective mechanism for improving
patient safety and practitioner perforrnance.]’14 There can
be unintended consequences as well, however,'>2* and it is
likely that fear of adverse unintended consequences is
impeding the diffusion of CPOE throughout hospitals in the
U.S.25_29

The unintended consequences of CPOE are especially
intriguing because they can surprise implementers. Ad-
verse unintended consequences unfortunately can be-
come impediments to health care quality. The terms
“unintended consequences” and “unanticipated conse-
quences” are not synonymous. The “unintended” implies
lack of purposeful action or causation, while the “unantici-
pated” means an inability to forecast what eventually
occurred. Either kind of consequence can be adverse or
beneficial. Unanticipated beneficial consequences are actu-
ally happy surprises. Unanticipated, unintended adverse
consequences capture news headlines and are often what
people imagine when they hear the term “unintended
consequences.” An important goal of the current work is to
identify the types of unintended consequences, so that they
can be monitored and managed: once unintended conse-
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quences are predicted or detected, their management can
knowingly involve tradeoffs. An example CPOE-related
tradeoff is the degree to which the extra time physicians
must exert to use CPOE (an undesirable consequence),
is offset by the increased information physicians find avail-
able at the point of care via CPOE—making patient visits
more effective.’® The ability to maintain control over conse-
quences may give hospital decision makers more confidence
when making the determination to implement CPOE.

Recent descriptions in the literature of the unintended
consequences of patient care information systems include a
taxonomy of kinds of errors,®" a list of kinds of errors related
to CPOE,'® a hierarchical model of unintended conse-
quences of CPOE,* and a more general summary of the
unintended consequences of patient care information sys-
tems.'® In addition, the authors of the current study previ-
ously described in detail a typology of unintended adverse
consequences of CPOE.>> However, none of the previous
studies provided a comprehensive, semi-quantitative de-
scription of the extent and importance of unintended
consequences in hospitals across the nation. We therefore
transformed our descriptions of types of unintended
consequences into survey questions to discover how
widespread and important the consequences are. We
tested and, using short telephone interviews, adminis-
tered the resulting instrument to representatives of 561
U.S. hospitals that have reported that they have installed
CPOE systems, out of a total of 5,759 accredited hospi-
tals.®?

Preliminary Work

The current study protocol for this three year-project, as
proposed to the granting agency and approved by appro-
priate human subjects committees, included an extensive
qualitative study to be followed by a national survey. In the
initial qualitative study, we used semi-structured interviews
and observations at five sites with experience in using CPOE
to find out what types of unintended consequences exist.>*
Study sites for qualitative data gathering included: Wishard
Memorial Hospital, a county hospital in Indianapolis which
uses a system developed by the Regenstrief Institute;
Brigham and Women’s Hospital in Boston, which developed
its own system; Massachusetts General Hospital in Boston,
which uses a modified version of that same system; The
Faulkner Hospital in Jamaica Plain, MA, which uses a
commercially available system; and Alamance Regional
Medical Center in Burlington, NC, which also uses a com-
mercial product. Institutional review boards at Oregon
Health & Science University, Kaiser Permanente Northwest,
and each of the individual study sites approved the quali-
tative study.

An experienced interviewer (JSA) conducted all of the taped
interviews following an interview guide of questions. Thirty-
two individuals, representing clinical, administrative, and
technology roles, were formally interviewed. A multidisci-
plinary team of Ph.D.-level informatics researchers, physi-
cians, a nurse, and a pharmacist conducted 390 hours of
observation with a purposive sample of 142 individuals
representing different clinical disciplines. The team per-
formed 120 person-hours of observation at Wishard, 144 at
the three Boston sites, and 126 at Alamance. For each visit,
five to six researchers spent four days at each site in the
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period between August 2004 and April 2005. Observations
took place in medicine, surgery, emergency, and intensive
care areas in addition to the pharmacy, outpatient offices,
and clinics.

Qualitative data analysis followed accepted principles for
assuring trustworthy results.>*=® All field notes and tran-
scripts were entered into QSR N6, a qualitative analysis
software program, and were individually coded by team
members. The multidisciplinary team met 36 times to review
transcripts and agree that what was seen or discussed was
an unintended consequence and of what type.

Results of this preliminary study included identification of
nine types of unintended consequences. Each of these cate-
gories can include desirable as well as undesirable conse-
quences, depending on one’s point of view. However, our
focus has been on those that are undesirable (adverse
consequences), because institutions must manage them. The
nine types are:

“More/New Work Issues: Physicians find that CPOE adds
to their workload by forcing them to enter required
information, respond to alerts, deal with multiple pass-
words, and expend extra time.

Workflow Issues: Many unintended consequences result
from mismatches between the clinical information sys-
tem (CIS) and workflow and include workflow process
issues, workflow and policy/procedure issues, work-
flow and human computer interaction issues, workflow
and clinical personnel issues, and workflow and situa-
tion awareness issues.

Never Ending Demands: Because CPOE requires hardware
technically advanced enough to support the clinical
software, there is a continuous need for new hardware,
more space in which to put this hardware, and more
space on the screen to display information. In addition,
maintenance of the knowledge base for decision support
and training demands are ongoing.

Paper Persistence: It has long been hoped that CIS will
reduce the amount of paper used to communicate and
store information, but we found that this is not neces-
sarily the case since it is useful as a temporary display
interface.

Communication Issues: The CIS changes communication
patterns among care providers and departments, creat-
ing an “illusion of communication,” meaning that peo-
ple think that just because the information went into the
computer the right person will see it and act on it
appropriately.

Emotions: These systems cause intense emotions in users.
Unfortunately, many of these emotions are negative and
often result in reduced efficacy of system use, at least in
the beginning.

New Kinds of Errors: CPOE tends to generate new kinds of
errors such as juxtaposition errors, in which clinicians
click on the adjacent patient name or medication from a
list and inadvertently enter the wrong order.

Changes in the Power Structure: The presence of a system
that enforces specific clinical practices through manda-
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tory data entry fields changes the power structure of
organizations. Often the power or autonomy of physi-
cians is reduced, while the power of the nursing staff,
information technology specialists, and administration is
increased.

Overdependence on Technology: As hospitals become more
dependent on these systems, system failures can wreak
havoc when paper backup systems are not readily
available.”%°

Survey Development

We developed an interview script, which included a short
description of the purpose of the survey, five questions about
the kind of CPOE system in place, and eight questions about pos-
sible unintended consequences. The five questions about the
system were designed to collect descriptive information
about the degree to which the system is infused into the
institution. Infusion of technology is defined as the extent to
which one uses an innovation in a complete and sophisti-
cated manner,**~*! and it occurs as information technology
applications become more deeply embedded within the
organization’s work systems.*?

Though we had previously discovered nine types of unin-
tended adverse consequences, we decided not to ask inter-
viewees about one of them, paper persistence, because as the
role of paper has changed from a long-term storage medium
to a temporary memory aid and disposable display device,
its persistence should not now be considered adverse. The
unintended consequences typology developed from the
qualitative study was therefore transformed into eight sur-
vey questions, which were pilot tested (see Table 1). The
questions were designed to be as neutral as possible to avoid
bias. We prefaced the questions by stating that the study
concerned “what organizations have learned about CPOE.”
We asked about surprises, “things that happened that you
didn’t expect,” so the focus was on both unintended and
unanticipated consequences; responses might then involve
either desirable (beneficial) or undesirable (adverse) effects.

Table 1 ® Unintended Consequences Survey Questions*

The questions were asked first as yes/no queries to deter-
mine if the respondent thought the unintended consequence
existed at that site (0 = No). If the answer was yes, the
importance was determined on a 1 to 5-point Likert scale
ranging from 1 for “not at all important” to 5 for “very
important.” We received institutional review board ap-
proval from Oregon Health & Science University and Kaiser
Permanente Northwest to conduct the survey.

Survey Administration

We attempted to contact the entire population of U.S.
hospitals using CPOE, instead of a sub-population from
which we would make statistical inferences, because we
wanted to gain insight into the nature of unintended conse-
quences related to CPOE from organizations beyond those
we visited. We selected acute care hospitals from the 2004
HIMSS Analytics™" Database that reported having CPOE in
place (N= 448). Since that database did not include U.S.
Veterans Affairs hospitals, which the authors believed to
constitute important models of CPOE use, we also surveyed
them (N= 113). We contacted hospital staff listed as appro-
priate contacts via electronic mail and then made phone
appointments for the 10 to 20 minute survey. Follow-up
included multiple phone calls until a knowledgeable infor-
mant was found. Each question asked the interviewee to
respond on a 5-point Likert scale about the extent of the
problem; researchers took notes on anything that was vol-
unteered beyond that. Numerical data were analyzed with
descriptive statistics and the text of comments was analyzed
qualitatively, again with the aid of N6. Whenever a respon-
dent spontaneously commented while answering a ques-
tion, the interviewer wrote down the comment. At the end of
the interview, we asked if the interviewee had anything else
they would like to share, and these comments were also
recorded.

Survey Data Analysis

Quantitative data were analyzed using SPSS software
(V14.0, SPSS Inc. Chicago IL). We used descriptive statistics
to understand the degree of CPOE infusion in the institu-
tions. We explored the correlation between the length of

Question 1. More work/New work

We think of computers as labor saving devices, but we all know that sometimes they’re

not. Are there examples in your institution of new kinds of work that you didn’t do

before?
Question 2. Workflow

We have noticed in our research that when CPOE systems are in use, this alters how

people do their work. Have you seen this?

Question 3. System Demands

The information system typically needs a great deal of support in terms of maintenance,

training, updating order sets, etc. Has this been an issue in your organization?

Question 4. Communication

Communication is really important in clinical care. Have you seen any alterations in

communication patterns because of CPOE?

Question 5. Emotions

We have seen many emotional responses to the system. Have you seen users express

strong feelings about CPOE?

Question 6. New Kinds of Errors

CPOE has been proposed as a solution to patient safety issues, but may have created

others. Have you seen new patient safety issues with CPOE?

Question 7. Power Shifts

We have noticed the balance of power may shift when CPOE is used. Have you noticed

that at your organization?

Question 8. Dependence on Technology

As we become more dependent on technology, we’ve noticed that people may have a

hard time when the CPOE system is not available. If your computer went down,
would this be a significant issue for your organization?

*All questions asked, “Is this important at all, Yes or No. If Yes, on a scale of one to five, with one being not at all important, and five very

important, how important has this been?” (“No” was rated as 0).
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time CPOE has been in place and the extent to which
unintended consequences were present. Using bed size and
ownership as established proxies for “other important orga-
nizational characteristics in studies of hospital organiza-
tional issues,”** as well as geographic location and teaching
status, we compared respondents to non-respondents using
logistic regression.

Qualitative data in the form of notes taken during the
interviews were analyzed using QSR N6. This analysis
simply entailed grouping comments with the questions to
which they related, each representing a type of unintended
consequence.

Results

We were able to establish contact with 265 of the 561
hospitals and discovered that 89 of those listed in the HIMSS
Analytics™ database did not actually have CPOE, so they
were dropped from further consideration. We therefore
conducted 176 full interviews. Thirty-four additional insti-
tutions had policies against responding to surveys, so they
were added to the list of non-respondents. Using the Insti-
tute for Social and Economic Research (ISER) calculation for
response rate,** which takes into consideration the ineligi-
bility of some sites (e.g., listed as having CPOE when they
actually do not), our response rate was 47%. To estimate
how representative our responding sites were of all hospi-
tals that have CPOE, we categorized the sites in four ways:
bed size, management type, teaching hospital status, and
geographic location*® because these measures are consid-
ered important differentiators.*> Logistic regression (for-
ward, stepwise, likelihood ratio) comparing respondents
and non-respondents showed no difference with respect to
hospital bed-size and teaching hospital status. Management
type differed between respondents and non-respondents, in
that the VA hospitals were most likely to respond, followed
by other governmental hospitals, private institutions and
non-profits (compared to VA, governmental LR = 0.63,
private not for-profit LR = 0.38 and private for-profit LR =
0.35; p < 0.001). There was also a difference in geographic
location with a site in the Northeast region most likely to be
a responder, followed by the West, South and the Midwest,
in that order (compared to South, Northeast LR = 2.11, West
LR= 1.65 and Midwest LR = 0.93; p = 0.007).

Infusion Levels

The length of time that CPOE had been in place ranged from
6 months to 25 years (median = five years). The percentage
of orders entered electronically ranged from 1-100% (me-
dian = 91%). Greater than 96% of the sites used CPOE to
enter pharmacy, laboratory, and imaging orders; 82% were
able to access all aspects of the clinical information system
with a single sign-on; 86% of the respondents had at least
three types of clinical decision support (order sets, drug-
drug interaction warnings, and pop-up alerts); and 90% had
a CPOE committee in place. The overall infusion levels were
therefore at the high end along all measures.*

Extent of Unintended Consequences

Table 2 summarizes the responses to the eight questions
about unintended consequences. For six of the questions, the
responses indicated that the unintended consequences were
important in those institutions. Workflow was rated as a 3, 4,
or 5 by 88%, communication 84%, dependence on technol-
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Table 2 m Responses to the Survey Questions
Regarding Unintended Consequences*

Number (%)

YES
Moderately
YES Less to Very
Category NO Important ~ Important n

More work or new 8 (5) 40 (23) 125 (72) 173

work
Workflow 6(4) 15 (9) 149 (88) 170
System demands 10 (6) 21 (12) 143 (82) 174
Communication 8 (5) 20 (12) 146 (84) 174
Emotions 8(5) 28 (10) 140 (80) 176
New kinds of errors 15 (9) 77 (44) 82 (47) 174
Power shifts 61 (36) 50 (29) 61 (36) 172
Dependence on the 14 (8) 15 (9) 138 (83) 167

technology

*The numbers indicate the absolute counts and the percentage of the
total responses to that question. One question about each category
asked if it exists with a yes or no answer possible. If a respondent
answered yes, that the hospital had experienced this, he or she was
then asked to rate importance on a scale of one to five, with one
being not at all important, and five very important. “No” was rated
as 0. In this table, the “yes” values are collapsed with a rating of 1
or 2 shown as less important, and 3-5 as moderately to very
important.

ogy 83%, system demands 82%, emotions 80%, and more
work or new work 72%. For two of the questions, many
respondents answered that the unintended consequence had
not been seen or was less important than others. Changes in
the power structure was rated as 0 by 36% of respondents,
and either 1 or 2 by 29%. New kinds of errors were rated 0
by 9% and either 1 or 2 by 44%. We considered that the
number of years that CPOE had been in place might affect
the occurrence of these consequences to either a lesser or
greater extent. The response rating for these questions was
evaluated for a correlation between it and duration of use in
years and no correlation was found for any of the eight
questions (Spearman’s rho statistic).*

Types of Unintended Consequences

Sixty-four pages of qualitative data were analyzed from the
free text responses, with representative quotes from respon-
dents shown in Table 3. Comments are summarized below:

More/New Work: Since large unanticipated changes in the
amount and nature of work seem to be a regular
consequence of CPOE, we asked how great a problem it
is hospital-wide and discovered there are many kinds of
new work generated. Over 72% said it is a moderate to
very important issue. Work increases because 1) some-
times the systems are slow, 2) non-standard cases call for
more steps in ordering, 3) there are training issues, 4)
some tasks become more difficult, 5) with more data
available more is done, 6) nurses have to be diligent
about taking orders off regularly, 7) the computer
“forces the user to complete all steps,” and 8) informa-
tion technology staff take on many new responsibilities.
Respondents often noted that there were also marked
shifts in work, so that the physician must do tasks
formerly done by others.
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Table 3 » Comments from Respondents

Type of Unintended Consequence

Respondent Comments

More work and New work

Needs additional educational effort and surveillance by nursing and pharmacy to prevent ADE’s
Orders are more labor intensive; repeat orders are timesaving with the system, though

Most examples of new work that come to mind really are not new, but only new to the person
doing it

Prescribers are now responsible for much of the ordering and documenting that used to be done
by support staff

People expect the computer to save them time, but there is a learning curve while trying to get to
know the system and that creates work

More data can mean that there is more to manage and how to do that effectively becomes an is-
sue. CPOE has made some things definitely faster

Upfront work takes more time which is the downside, but information is there and clearly avail-
able for everyone

Time saved overall, but individually some see more work than others

Workflow

Has different effects on different jobs and people

Especially the physicians

Sequence of workflow is often required to be changed; new steps are added

Same work, different groups performing the tasks

Establishing remote access, many doctors have already checked their labs and work online before
coming to work or doing rounds, which makes their floor practices easier

System demands

It takes an army to help build and maintain X system, assuming you have not hired the vendor to
do this work. There are about 50 people who support the X system directly in our IT department
and it still is not enough to keep up with the demand

The need for constantly upgrading old computer equipment is a huge issue. It is a constant tug-of-
war between the cost of new equipment and the cost of user time and frustration having to use
equipment that is slow or in need of repair

Huge undertaking, a lot on the software side, there were cultural issues as well

Demand from the organization exceeding our supply so getting priorities sorted out once you es-
tablish the mandatory maintenance allocation is critical

Training and maintenance have been huge

Order sets are the biggest challenge and modification of them once in the working system is very
intensive

Weren’t aware that so much support resources would be needed; we way under forecasted

Do not do this unless you can support it!

We've tackled the beast with 6 full time workers, each specializing in a particular area

Communication

People seem to forget how to communicate, even for the most basic, routine matters. They expect
the computer to tell them what to do, every step of the way

I think there is less face-to-face communication between providers

It’s always a challenge in a complex environment because the computer makes things invisible; we
should educate everyone in what the system can and can’t do to uncover misconceptions and si-
lent communication patterns

People began to assume the system had it so they did not need to tell someone

Initially, they didn’t think they had to talk any more and that isn’t the case! It is much improved
over time

Improvement because patient records accessible anywhere

Emotions

Computer phobics had a hard time; they identified each additional minute the physicians spent
because of the system

There have been both strong advocates and strong opponents of the system

Doctors mostly see CPOE as a good tool and beneficial for others

In the beginning, resistance, now no

At first, everyone was upset. But now residents rely on it; they don’t know how to use the paper
system

Pick your favorite terms of praise or profanity. They are all used

It’s an inanimate object, so easier to express it toward system than toward a human; people expect
computers to be working all the time and when they don’t people are angry

A small but vocal minority hate it

Generational, but mostly favorable

Many reactions on both sides of the fence. Some doctors were upset because they felt like they
were being asked to be typists. Others are happy because they can navigate the computer to find
the information they need quickly

Some love it and other keep hoping that it will just go away

Most have been willing to adapt and have had positive responses. There was one case where a
doctor told the implementation staff that they were ruining his life

Doctors don't like feeling dumb so when they don’t know how to use the system, they get frus-
trated and angry
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Table 3 m Continued.
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Type of Unintended Consequence

Respondent Comments

Someone asked me How does it feel to be the most hated person in this institution?
A doc threw a computer at me! The screaming is slowly improving after 3-4 years of meetings

New Kinds of Errors

Wrong patient being selected. We now have an extra step to confirm the patient’s identity
Potential, but only a few minor errors so far; paper mistakes only mess up one record, but the
computer has the potential to mess up multiple records

People think that computers should catch any errors in the system and therefore don’t examine
things as closely

With computers you have to think in black and white and patients are in the gray

Issues have shifted. Medication problems have been reduced significantly, but there are new
things like errors of omission

Orders entered on wrong patient, takes away a few cues, location, color, thickness of chart—easy
to transpose numbers when typing—this is why decision support is important to safeguard
Desensitized to alerts; do things without challenging the computer

Someone gets numb looking at alert messages and skips by an important one

At points of transfer of care or areas where two systems abut and are not integrated

Lose critical thinking abilities. Don’t question order sets

Physicians have stated in the early phase that they forgot to order things as they were distracted—
but over time, they feel absolutely more safe

Insufficient training and system glitches can cause safety issues with higher reliance on machines
Potential for new issues so awareness is vital

Power Shifts

Was 1 [low] with the paper system, 5 [high] with new system, and down to 1 again after people
got used to the new system

Pharmacy feels threatened . .. doctors are now more in charge of medications like they are meant to
be

Ancillary departments have gained much more power over how patient records and patient care
are handled

With the ability of the computerized system to force and monitor behaviors, primary care provid-
ers have much less control over their workflow

CPOE puts more power into the IS department

You mean the CIO becomes king?

Computer developers need to be careful and just provide the tools, not the rules

Not so much a change in the balance of power, but it does shine a light on how decisions are
made in a very public way

Knowledge is power. There are now tracking patterns

Mostly I think physicians have lost power, but I also think this is happening more generally

Dependence on the Technology

The organization implemented a downtime procedure, but some staff have never had to work
with the backup paper systems before

If we lost CPOE, other programs/systems that are programmed to run in parallel would be lost as
well

Despite some very well-designed and well-intentioned downtime processes, it is basically man-
aged chaos with a very negative impact on productivity

Downtime is difficult, but even more so is when the system comes back online and they have to
manage all the data from paper back into the system and that creates a lot of duplication of the
work

Much harder if it's down more than three hours

Workflow: We asked if CPOE altered workflow and to what

of the problem. 82% of informants said it is a moderate

extent. 87% of respondents said that it is a moderate to
very important issue. Many commented that CPOE
increased efficiency, which is generally an expectation
and therefore not an unintended consequence. Often,
however, interviewees noted that while it improved
workflow for some workers, it also negatively affected
the workflow of others, especially physicians, who must
put extra time into ordering. Some commented that it is
hard to identify the effect of CPOE vs. other technolog-
ical advances in communications such as cell phones,
and others noted that the workflow was negatively
affected in the beginning but positively affected later on.

System Demands: We asked about the maintenance, train-

ing, and support efforts that are ongoing and the extent

to very important problem. Demands are greatest during
the first few months, but even after that “it takes
an army to build and maintain” a system, even a
commercial one. There is need for continuous equipment
upgrades. A positive yet unintended consequence de-
scribed often is “demand from the organization exceed-
ing our supply,” meaning that expectations escalate or,
as another interviewee said, “there is such an appetite
for continued growth.” One informant strongly stated
“do not do this unless you can support it.”

Communication: The next question asked about alterations

in communication patterns among clinical staff, with
84% of respondents noting that this was an important
outcome of CPOE, but not necessarily for the better.
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Beliefs were strong one way or the other, with about half
of the comments indicating that CPOE has cut down on
the need for clarifying orders and the other half saying
that people no longer communicate adequately. Many
respondents commented that their organizations had to
make a concerted effort to educate clinicians about using
face-to-face communication when it is appropriate and
not to rely solely on the system.

Emotions: We asked if users tend to express strong feelings
about CPOE and 80% said it is a moderate to very
important issue. Many interviewees noted that reactions
go “in both directions.” One informant said “pick your
favorite terms of praise or profanity. They are all used.”
Physicians get upset because it takes more of their time,
but most tend to accept CPOE over time. The strength of
the emotions is often unanticipated, along with the
change over time from strongly negative to strongly
positive.

New Kinds of Errors: Although CPOE has been proposed as
a solution to the medical errors problem, there are also
new kinds of errors generated as a result of computer-
ization. We asked if respondents had seen new patient
safety issues with CPOE. 9% said it was not a problem
and only 47% said it is moderately to very important.
The respondents cited entering orders on the wrong
patient, errors of omission, nurses not knowing an order
had been generated, desensitization to alerts, loss of
information during care transitions, wrong medication
dosing, and overlapping medication orders. There were
many comments that safeguards have been built into the
systems, that there are many near misses but few actual
errors and they tend to be minor, and that there is “a
potential for new issues [errors] so awareness is vital.”

Power Shifts: We asked how the balance of power shifts
when CPOE is used. Although shifts in the power
structure were clearly evident during our fieldwork, our
interviewees did not feel they were very important. 36%
said it is not a problem, 29% said it is a less important
issue, and only 36% thought it was a moderate to very
important issue. They noted that power flows away from
physicians to pharmacists, nurses, information technol-
ogy staff, and administration. Some said it is a phenom-
enon that occurs early during the implementation effort,
that CPOE is used as a way of forcing or monitoring
physician behavior. Others said that there is “not so
much a change in the balance of power, but it does shine
a light on how decisions are made in a very public way.”

Dependence on the System: In fieldwork, we found that
dependence on CPOE and surrounding systems is
expected, but the extent of this dependence was an
unintended outcome. Clinicians eventually become ex-
tremely dependent on the system, so downtime creates
problems. We therefore asked about consequences when
the CPOE becomes unavailable so that we could dis-
cover the extent of the problem. This is indeed an issue
for over 82% of respondents and comments indicated
that it gets worse over time. Most interviewees said that
backup processes go into effect if there is downtime, but
that “it is basically managed chaos with a very negative
impact on productivity.”

Discussion

Our preliminary qualitative study identified major types of
unintended adverse consequences of CPOE. This survey
study goes beyond the prior study describing these types by
advancing our knowledge about how widespread the prob-
lems are. The survey results verified the existence of the
eight unintended adverse consequences types we asked
about at most of the 176 hospitals with CPOE, and analysis
of comments has offered insight into the perceived impor-
tance of the consequences. All types of consequences are
indeed widespread although two of them, power shifts and
new kinds of errors, were not considered as important as the
others. While the current study was based on a categoriza-
tion of adverse unanticipated consequences of CPOE from
the prior study, we found that there are positive as well as
negative unintended consequences. Often, the same conse-
quence can be viewed different ways by different people
depending on their perspectives.

Our mixed methods approach, using extensive fieldwork to
gather data about types of unintended consequences at
excellent sites, followed by a phone survey to verify the
existence of these same types across the country and to gain
further insight, yielded rich data.

The median length of time organizations have had CPOE in
place is five years, which is relatively recent since systems
have been available since the early 1970’s,*” although only a
few pioneering hospitals had it prior to ten years ago.
Interestingly, there appears to be no correlation between
the importance of each type of unintended consequence
and the length of time that a system has been in place.
Despite the recent timing of many implementations, the
systems are highly infused, indicating that they are deeply
embedded into the workflow, heavily used, and sophisti-
cated.

One limitation of this study is the difficulty of asking for
a simple score in response to a complex question. This
difficulty was offset by allowing respondents to provide
comments after each question—a distinct advantage of tele-
phone surveys. The ability of the researcher to give exam-
ples and explain questions was helpful, but it is possible that
some respondents may have misinterpreted some questions.
There was no attempt to test the reliability and validity of
the instrument. We asked to speak to someone in the
organization who is most knowledgeable about CPOE, and
we usually spoke to someone on the information technology
staff with a clinical background. While these individuals
seemed to offer balanced answers, they might have given
answers biased in a positive way because they believe in
CPOE’s benefits. This might help explain why the two
categories of power shifts and new kinds of errors did not
rank highly: often the power shifted to administration or
information technology staff, so informants may not recog-
nize their own gain in power. New kinds of errors may seem
minor to these interviewees who seem confident that these
errors are most often caught before harm is done. In addi-
tion, as representatives of these hospitals, informants may
have been reluctant to discuss the sometimes-sensitive sub-
ject of errors in heath care. As previously noted, there was a
bias toward eliciting adverse unintended consequences,
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based on the survey taxonomy being derived from a prior
study of adverse consequences.

Responding sites tended to differ from non-respondents by
management type, with VA hospitals the most likely to
respond and for-profit centers, the least likely. Perhaps VA
centers are proud of their systems and/or staff members are
simply more willing to take the time to talk about them.
Unfortunately, many organizations have policies against
doing surveys, an increasingly common problem.*® The
reason for geographic differences in the likelihood of re-
sponse is unclear. As stated, there was no difference in the
level of response with respect to bed size or whether the site
was a teaching institution.

Once unintended consequences are revealed, hospitals can
work to either try to avoid them or to accept them as
tradeoffs. For example, the negative impact of information
technology on clinical workflow noted by others*™>* is
especially true of CPOE because it takes more of the physi-
cian’s time to enter orders than in the manual process,>>*
but this might be accepted as a tradeoff for the added safety

benefits of CPOE.

Our chief recommendation is that developers and imple-
menters of CPOE systems consider each of the eight types of
unintended adverse consequences carefully during their
planning. The workflow issues are immense, and they affect
nearly every hospital staff member. Communication
changes,”® and implementers must take steps to prevent or
offset the altered communications created by electronic
systems in this respect. As people become more and more
dependent on such systems,®® preparations for downtime
must be more elaborate and serious. More work and new
work are inevitable, as are increasing system demands, so
ample resources must be made available on an ongoing
basis. Finally, emotions run high for and against CPOE,””
and efforts must be made to understand and manage them.
Expectation management is therefore paramount. Infor-
mants indicated that power shifts and new kinds of errors
were less important kinds of unintended consequences,
but we must nevertheless be diligent about identifying
them.'®*%~%3 Unless we make a concerted effort to avoid,
manage, and/or overcome unintended consequences, the
implementation of clinical information systems may lead to
detrimental results.®*~¢”

The eight kinds of unintended adverse consequences of
CPOE we investigated are experienced by most CPOE sites,
regardless of length of use of CPOE. CPOE is highly infused,
or deeply embedded, at most of these sites, which is surpris-
ing considering that most implementations of CPOE are
relatively recent. The telephone survey has given us insight
into the extent and importance of unintended consequences.
Management of possible unintended consequences is vital
for maintaining control and avoiding problems. Implemen-
tation success depends on managing the unintended, as well
as the intended, consequences, of CPOE.

References m

1. Rind DM, Safran C, Phillips RS, et al. Effect of computer-based
alerts on the treatment and outcomes of hospitalized patients.
Arch Intern Med 1994;154: 1511-7.

2. King WJ, Paice N, Rangrej J, Forestell GJ, Swartz R. The effect of
computerized physician order entry on medication errors and

ASH ET AL., Unintended Consequences Related to CPOE

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

adverse drug events in pediatric Pediatrics

2003;112(3 Pt 1):506-9.

inpatients.

. Bates DW, Boyle DL, Vander Vliet MB, Schneider ], Leape L.

Relationship between medication errors and adverse drug
events. ] Gen Intern Med 1995;10:199-205.

. Kaushal R, Bates DW, Landrigan C, et al. Medication errors and

adverse drug events in pediatric inpatients. JAMA 2001;285(16):
2114-20.

. Chertow GM, Lee ], Kuperman GJ, et al. Guided medication

dosing for inpatients with renal insufficiency. JAMA 2001;
286(22):2839—-44.

. Dexter PR, Perkins S, Overhage JM, Haharry K, Kohler RB,

McDonald CJ. A computerized reminder system to increase the
use of preventive care for hospitalized patients. N Engl ] Med
2001;345(13):965-70.

. Nightingale PG, Adu D, Richards NT, Peters M. Implementa-

tion of rules based computerized bedside prescribing and
administration: intervention study. BM] 2001;320(7237):750-3.

. Garg AX, Adhikari NKJ, McDonald H, et al. Effects of comput-

erized clinical decision support systems on practitioner perfor-
mance and patient outcomes. JAMA 2005;293(10):1223-38.

. Teich JM, Merchia PR, Schmiz JL, Kuperman GJ, Spurr CD,

Bates DW. Effects of computerized physician order entry on
prescribing practices. Arch Intern Med 2000;160:2741-7.

Bates DW, Kuperman G, Teich JM. Computerized physician
order entry and quality of care. Qual Man Health Care 1994;2:
18-27.

Bates DW, Kuperman GJ, Rittenberg E, et al. A randomized trial
of a computer-based intervention to reduce utilization of redun-
dant laboratory tests. Am ] Med 1999;106(2):144-50.

Bates DW, Teich JM, Lee J, et al. The impact of computerized
physician order entry on medication error prevention. ] Am Med
Inform Assoc 1999;6(4):313-21.

Bobb A, Gleason K, Husch M, Feinglass ], Yarnold PR, Noskin
GA. The epidemiology of prescribing errors: the potential
impact of computerized prescriber order entry. Arch Int Med
2004;164(7):785-92.

Kaushal R, Shojania KG, Bates DW. Effects of computerized
physician order entry and clinical decision support systems on
medication safety: a systematic review [see comment]. Arch Int
Med 2003;163(12):1409-16.

Massaro TA. Introducing physician order entry at a major
academic medical center: I. Impact on organizational culture
and behavior. Acad Med 1993;68:20-5.

Massaro TA. Introducing physician order entry at a major
academic medical center: II. Impact on medical education. Acad
Med 1993;68:25-30.

Southon FC, Sauer C, Grant CN. Information technology in
complex health services: organizational impediments to suc-
cessful technology transfer and diffusion. ] Am Med Inform
Assoc 1997;4:112-24.

Koppel R, Metlay JP, Cohen A, et al. Role of computerized
physician order entry systems in facilitating medication errors.
JAMA 2005;293(10):1197-203.

Ash JS, Berg M, Coiera E. Some unintended consequences of
information technology in health care: the nature of patient care
information system-related errors. ] Am Med Inform Assoc
2004;11(2):104-12.

Berger RG, Kichak JP. Computerized physician order entry:
helpful or harmful? ] Am Med Inform Assoc 2004;11(2):100-3.
Nebeker JR, Hoffman JM, Weir CR, Bennett CL, Hurdle JF. High
rates of adverse drug events in a highly computerized hospital.
Arch Int Med 2005;165(10):1111-6.

Wears RL, Berg M. Computer technology and clinical work: still
waiting for Godot. JAMA 2005;293(10):1261-3.

Han YY, Carcillo JA, Venkataraman ST, et al. Unexpected
increased mortality after implementation of a commercially sold



Journal of the American Medical Informatics Association Volume 14 Number 4 July / August 2007

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.
35.
36.
37.
38.
39.

40.

41.

42.

43.

computerized physician order
2005;116(6):1506-12.

Wachter RM. Expected and unanticipated consequences of the
quality and information technology revolutions. JAMA 2006;
295(23):2780-3.

Ash JS, Gorman PN, Seshadri V, Hersh WR. Computerized
physician order entry in U.S. hospitals: Results of a 2002 survey.
J Am Med Inform Assoc 2004;11:95-99.

Ash ]S, Gorman PN, Lavelle M, Lyman J, Fournier L, Carpenter
J, Stavri PZ. Perceptions of physician order entry: results of a
cross-site qualitative study. Meth Inform Med 2003;42:313-23.

Poon EG, Blumenthal D, Jaggi T, Honour MM, Bates DW,
Kaushal R. Overcoming barriers to adopting and implementing
computerized physician order entry systems in U.S. hospitals.
Health Aff 2004;23(4):184-90.

Cutler DM, Feldman NE, Horwitz JR. U.S. adoption of comput-
erized physician order entry systems. Health Aff 2005;24(6):
1654-63.

Hillman JM, Given RS. Hospital implementation of computer-
ized provider order entry systems: results from the 2003 leap-
frog group quality and safety survey. ] Healthc Inf Manag
2005;19(4):55-65.

Ash JS, Sittig DF, Dykstra RH, Guappone K, Carpenter JD,
Seshadri V. Categorizing the unintended sociotechnical conse-
quences of computerized provider order entry. Int ] Med Inform
2007;76(suppl 1):21-7.

Zhang ], Patel VL, Johnson TR, Shortliffe EH. A cognitive
taxonomy of medical errors. ] Biomed Inform 2004;37:193-204.
Campbell EM, Sittig DF, Ash JS, Guappone KP, Dykstra RH.
Types of unintended consequences related to computerized
provider order entry. ] Am Med Inform Assoc 2006;13:547-56.
American Hospital Association Resource Center. Available at: www.
aha.org/aha/resource_center/fastfacts/fast_facts_US_hospitals.html.
Accessed June 30, 2006.

Lincoln Y, Guba E. Naturalistic Inquiry. Newbury Park, CA:
Sage, 1985.

Crabtree BF, Miller WL. Doing Qualitative Research. Newbury
Park: Sage, 1992.

Glaser B, Strauss A. The Discovery of Grounded Theory. New
York: Aldine, 1967.

Miles MB, Huberman AM. Qualitative Data Analysis, 2nd ed.
Thousand Oaks, CA: Sage, 1994.

Ash ]S, Smith AC, Stavri PZ. Performing subjectivist studies in
the qualitative traditions responsive to users, chapter in Evalu-
ation Methods in Medical Informatics, 2" ed., CP Friedman and
JC Wyatt, editors. New York: Springer, 2006.

Ash ]S, Sittig DF, Dykstra RH, Campbell EM, Guappone K.
Exploring the unintended consequences of computerized phy-
sician order entry. MedInfo Proc 2007 [in press].

Sittig DF, Guappone K, Campbell EM, Dykstra RH, Ash JS. A
survey of U.S.A. acute care hospitals’ computer-based provider
order entry system infusion levels. MedInfo Proc 2007 [in press].
Boudreau MC, Seligman L. A learning-based model of use:
insights from a case study of ERP implementation. Diffusion
Interest Group in Information Technology Workshop, ICIS
Conference. Seattle, WA, December 13, 2003.

Saga V, Zmud RW. The nature and determinants of IT accep-
tance, routinization, and infusion. Proc IFIP TC8 Working Conf
Diff, Trans Implement Inform Technol 1993:67-86.

Longo DR, Hewett JE, Ge B, Schubert S. The long road to patient
safety: a status report on patient safety systems. JAMA 2005;
294:2858-65.

entry system. Pediatrics

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

423

Lynch P, Beerten R, Laiho J, Marin ]J. Recommended standards
for final outcome categories and standard definitions of re-
sponse rate for social surveys. Institute for Social and Economic
Research, University of Essex ISER Working Papers No. 2001-
21, Available at: www.iser.essex.ac.uk/pubs/workpaps/pdf/
2001-23.pdf. Accessed July 12, 2006.

US. Census Bureau. Available at: www.census.gov/geo/
www /us_regdiv.pdf. Accessed March 12, 2006.

Conover WJ. Practical Nonparametric Statistics. 2nd ed. New
York: John Wiley, 1980.

Sittig DF, Stead WW. Computer-based physician order entry:
the state of the art. ] Am Med Inform Assoc 1994;1:108-23.
Dillman DA. Mail and Internet Surveys: The Tailored Design
Method, 2" ed. New York: John Wiley, 2000.

Berg M. Medical work and the computer-based patient record:
a sociological perspective. Meth Inform Med 1998;37:294-301.
Berg M. Patient care information systems and health care work:
a sociotechnical approach. Int ] Med Inform 1999;55(2):87-101.
Cheng CH, Goldstein MK, Geller E, Levitt RE. The effects of
CPOE on ICU workflow: an observational study. AMIA Annu
Symp Proc. 2003:150—4.

Cordero L, Kuehn L, Kumar RR, Mekhjian HS. Impact of
computerized physician order entry on clinical practice in a
newborn intensive care unit. ] Perinatology 2004;24(2):88-93.
Overhage JM, Perkins S, Tierney WM, McDonald CJ. Controlled
trial of direct physician order entry: effects on physicians’ time
utilization in ambulatory primary care internal medicine prac-
tices. ] Am Med Inform Assoc 2001;8:361-71.

Aarts ], Ash J, Berg M. Extending the understanding of com-
puterized physician order entry: implications for professional
collaboration, workflow and quality of care. Int ] Med Inform
2007;76(suppl 1):4-13.

Dykstra R. Computerized physician order entry and communi-
cation: reciprocal impacts. AMIA Annu Symp Proc 2002:230-4.
Kilbridge P. Computer crash-lessons from a system failure.
N Engl ] Med 2003;348(10):881-2.

Sittig DF, Krall M, Kaalaas-Sittig J, Ash JS. Emotional aspects of
computer-based provider order entry: a qualitative study. ] Am
Med Inform Assoc 2005;12(5):561-7.

French JRP, Raven B. The bases of social power. In Cartwright D
(ed). Group Dynamics: Research and Theory. Evanston, IL:
Row, Peterson, 1962.

Block P. The Empowered Manager: Positive Political Skills at
Work. San Francisco, CA: Jossey-Bass, 1988.

Stein LI. The doctor-nurse game. Arch Gen Psychiat 1967;16:
699-703.

Mechanic D. Physician discontent: challenges and opportuni-
ties. JAMA 2003;290:941-6.

DiPalma C. Power at work: navigating hierarchies, teamwork
and webs. ] Med Human 2004;25:291-307.

Ash ]S, Sittig DF, Campbell E, Guappone K, Dykstra R. An
unintended consequence of CPOE implementation: shifts in
power, control, and autonomy. AMIA Annu Symp Proc 2006:
11-15.

Chiles JR. Inviting Disaster: Lessons from the Edge of Technol-
ogy. New York: HarperBusiness, 2002.

Doerner D. The Logic of Failure: Recognizing and Avoiding
Error in Complex Situations. New York: Basic Books, 1996.
Perrow C. Normal Accidents: Living with High-Risk Technolo-
gies. Princeton NJ: Princeton U. Press, 1999.

Tenner E. Why Things Bite Back: Technology and Revenge of
Unintended Consequences. New York: Vintage, 1997.


http://www.aha.org/aha/resource_center/fastfacts/fast_facts_US_hospitals.html
http://www.aha.org/aha/resource_center/fastfacts/fast_facts_US_hospitals.html
http://www.iser.essex.ac.uk/pubs/workpaps/pdf/2001-23.pdf
http://www.iser.essex.ac.uk/pubs/workpaps/pdf/2001-23.pdf
http://www.census.gov/geo/www/us_regdiv.pdf
http://www.census.gov/geo/www/us_regdiv.pdf

	The Extent and Importance of Unintended Consequences Related to Computerized Provider Order Entry
	Introduction
	Preliminary Work

	Methods
	Survey Development
	Survey Administration
	Survey Data Analysis

	Results
	Infusion Levels
	Extent of Unintended Consequences
	Types of Unintended Consequences

	Discussion
	References


